MATEPUAIJI
JUTS 97IEHOB WH()OPMAITMOHHO-TIPONIaraHANCTCKUAX TPy
(HOS516pH 2025 1.)

KUBEPBE3OITACHOCTDB U ITPOPUJTAKTHUKA
KUBEPIIPECTYIIHOCTHU

Cnaiig 1.

KMBEPBE3OMNACHOCTb

U NPO®UNTAKTUKA
KUBEPMNPECTYNHOCTH

EouubIid geHb
MHDOPMHPOBAHWA HaceNneHWUA

HOoRBpE 2025 1.

OJNEKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKUHT, YyJajeHHas paboTa u
ydyeba, OHJIAWH-pErucTpalii, WHTEPHET-Mara3uHbl U MapKeTIUIPHUCHl — BCE
ATO HACTOJBKO MPOYHO BOULIO B HAITy MOBCEAHEBHOCTh, YTO MHOT/IA TPYAHO
MOBEPUTH, KAK KWK 03 3TOro panbiie. Yem 0oJibllle TOTPYXKaeMCsl B MUP
HH(POPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJOTUU (daree — HMKT), Tem
OOJIBIIE CTAHOBUMCS YSI3BUMEE.

KubepaTaku Ha uHPOPMALMOHHYIO CTPYKTYPY — 3TO OJIHA U3 CAMbIX
3HAQUUTEIBHBIX W  MOCTOSIHHO  pacTylulux yrpo3 Juisi  ria00alibHOM
oeszormacHoctt B XXI Beke. Ha Qone BceoOmielt nudpoBuszanuu sT1a
npoOjeMa HE MPOCTO HapacTaeT, a JBOJIOIMOHUPYET, Ha YTO BIIUSET
LIUPOKOE UCIIOJIb30BAHUE UCKYCCTBEHHOI'O UHTENIIEKTA (danee — M), TaK Kak
3JIOYMBIIJICHHUKY HAYMHAIOT HCIIOJb30BaTh €ro JJid COo3/JaHus Oosee
M3OIIPEHHBIX BPEJIOHOCHBIX MPOrpamMM, aBTOMATHU3AllUM aTaK U aHaIU3a
yA3BUMOCTEM.

Kubepartaku npeBpaTUINCh U3 TPOOIEMbI TEXHUIECKUX CIICIIHAINCTOB
B OJIHY U3 TVIABHBIX CTPATErHYeCKUX Yrpo3 HAIIMOHAIBHON, YKOHOMHYECKOU
1 00IIIeCTBEHHOM 0€30MacHOCTH J1000# CTpaHBbI.



[Io pesynmpraTtaM HCCIENOBaHUSA, IPOBEIECHHOIO B MPOLLUIOM TOAY,
benapycs Haxonutcsa Ha 3-M Mmecte B pertunre crpad CHI', kotopele yaiie
BCET0 MOJIBEPraloTcsl KubepaTakam.

Kaxnas naras ataka B benapycu npuxoaurcst Ha roccekTop (22%). Ha
BTOPOM MecTe — cepa MPOMBILIIEHHOCTH (14%), a HA TPETbEU CTPOUYKE —
dbunaHcoBasg oTpacib (1/%). MHOro arak TakXe HalleJICHbl Ha CEKTOp
TeJIEKOMMYHUKAIUH, chephl HAYKH U 00pa3oBanHust (8%).

Kaxnmas BTopas  kubeparaka (57%) TPUBOAUT K  yTEUKe
KOHDUACHIMAIBHBIX  JaHHBIX. Pexxe OHM  HapylalOT  OCHOBHYIO
NEeATEIbHOCTh (16%) WK HecyT mpsiMble (puHaHCOBBIE MOTEpH (8%). boiee
IIOJIOBUHBI YKPAJACHHBIX CBEICHUU COCTABISAIOT NEPCOHAIBHBIE JAHHBIE U
KOMMepYecKasl TallHa. AKTyaJlbHOW MpoOJIeMOW OcCTaercs Kpaxa JEHEr C
OAHKOBCKHUX KapTOUYEK U 3JIEKTPOHHBIX KOUIEIbKOB.

Cnaiig 2.

POCT KWBEPATAK B BENAPYCH

. Noavuwa Benapyod: 3-8 mecto 8 CHE no
HOAWECTRY KHDepaTan

[l OCHOBHBIE LIENM ATAK:
Toccewrop — 22%
MpomeluaermacTes — 14%
DHaHe - 11%

B NOCNEACTEMA:

YTesuna ganHeiX — 57% caydaes

Hapywenne paiore — 16%
Piitiancoibie MoTapia — 3%

Cormacno ganubiM 3a 2024 rton, Hama pecmyOnuKa IO YPOBHIO
kubepoOe3onacHoctu 3ansuia 70-e mMecto u3 166 ctpan B peituare NSCI
(National Cyber Security Index, Hayuounanvuwiii unoexc xubepbezonacrHocmi),
YCTYNMMB TI0 3TOoMy wuHAeKcy cpean crpan CHIT jgumbs  Moimose,
AzepOaiixkany u Poccun.

PocT M yc/10:kHeHHEe MeTOI0B KHOEePYrpo3 TPeOYIOT OnepeKauero
U KOMILJIEKCHOT0 pearupoBaHusl.

B bemapycu npuHST psl CUCTEMHBIX Mep, B 00prOa ¢ Kubepyrpozamu
BENIETCA Ha HECKOJIBKMX YPOBHAX. Tak, HA TrocyJapCTBEHHOM YPOBHe
VYkazom Ilpesunenta Pecniyonuku benapycs Ne 40 «O kubepOe3omacHOCTH»
peanuzyeTcs KOMILIEKCHBIH MHOTOYPOBHEBbIi MEXaHN3M
NMPOTHBOAEHCTBUS KHOepaTakaM Ha TOCYJapCTBEHHBIE OpraHbl U
OpraHu3alM, KpUTHYECKyr0 HH(popManuoHHyro uHpacTpykTypy. Co3nan



HammonanpHbIi 1eHTp oOecriedueHus: KnbepOe30macHOCTH U pearupoBaHUs
Ha KUOCPUHITUICHTHI (danee — Hayuonanvholii yenwmp Kubepbe3zonacnocmi).
HanaxeHo MeXIyHApOIHOE COTPYAHHUIECTBO B 3TOU cepe.

Co3maHbpl  HEOOXOAWMBIE  TPABOBBIE  YCIOBHS  JUISL  3alllUTHI
MEPCOHANIBHBIX JAHHBIX W O€30MAaCHOCTH JIMYHOCTH W OOIIecTBa TPH HUX
UCIONb30BaHnn. 3akoH PecnyOnuku benapych «O 3amure nepcoHaJbHBIX
JaHHBbIX», npuHATBIA B 2021 romy, yCTaHABIMBAaeT TPAHULBI,
ompeJeNsaione, Kakyro HHGOpPMAIMI0O O YeIOBEKE MOXHO coOupaTh H
pacnpocTpaHsaTb. BmecTe ¢ TeM, 4TOOBI 3alMTa MEPCOHAIBHBIX JTAHHBIX
Obu1a mo-HactosmemMy 3Q(PEeKTUBHON, HYXKHBI OOIUE YCHUJIUA — HE TOJIBKO
rocyJapcTBa, HO U TPaK/IaH.

[IpoTrBOICHCTBHE OCYIICCTBISACTCS M HA KOPNOPATHBHOM YPOBHE.
Opranm3aniud W TPEANPUATHS HWHBECTHPYIOT B KHOEpOe30macHOCTh U
00y4Y€HUE COTPYIHUKOB.

Jlnst 60peOBI ¢ KuOepyrpo3aMyd Ha HWHAMBHAYAJLHOM YPOBHE
TpeOyeTcs TOBBINICHHE ITU(GPOBON T'PaMOTHOCTH HAcCeNEHHUs, COOII0JECHUE
AJIEMEHTapHBIX TPABUI LHUGPOBOM TUTUEHBI.

CoBpeMeHHbBIE aCNIEKThl KN0ep0e30NmacHOCTH

Kubepmnpectymienus TPaHCHALIMOHAJIbHBI, 3JI0yMBIIIUIEHHUKHU
HCIIOJB3YIOT aHOHHMaﬁ3epBI (C@pGMCbl, noseoJjiArwuUe CKpoblms JIUYHbLE oanmvie
noiwzoeamens u obecneyums AHOHUMHOCHbL 6 HHmepHeme) U HaxogATCA 3a
pyOeKoM, UTO KpaifHe 3aTpyaHSIET UX 3aJiepiKaHue.

[lo panubiM CrneactBeHHOTo komutTera PecnyOnuku benapyce,
ormevaetcs yxon 6omnee 80% BriMorarenbcTB U 0osee 90% MOIIEHHUYECTB B
«OHJIAWH»-CXEMY, YeMy CIOCOOCTBYeT B TOM YHCJI€ HU3KAW TPOIICHT
OCBEJIOMJIEHHOCTH TpaXJaH O IMPECTYIHbIX CXEMaxX, a TaKXKE pPa3BUTHUE
CIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

Kaptuna pacnpocTpaHeHHBIX BHUJIOB KHMOepmpecTyruieHud B benapycu
MOBTOPSICT TJIOOATbHBIE TPEHJBI, HO C aKIIEHTOM Ha MECTHBIC IIJIaTEKHbIC
CUCTEMBbI U MPUBBIUKU HACEJICHMUSI.

[lo pgaHHBIM  TJIABHOTO  YHOpPaBJIEHUS MO  MPOTUBOJCHUCTBUIO
KHOEpNPEeCTYNMHOCTH KPUMHUHAIBHOW MWIMIIMA MUHUCTEpCTBA BHYTPEHHUX
nen Pecnybnmuku benmapych, 3a 9 MmecsmeB Tekymiero roga B bemapycu mo
CPaBHEHUIO C aAHAJOTMYHBIM I[E€PUOJOM MPONUIOr0 ToJa KOJUYECTBO
KHOEpNpecTyIUICHUH CHHU3UIOCh mouTh Ha 11% (a 9 mecayes 2025 200a
3apeaucmpuposaro donee 13 moic. ciyuaes (13 420), mpemov uz komopwvix (4 121)
— 6 2.Muncke).

[Io cTaTucTHKe KEHIIUHBI (65%) 4allle BCEro CTAHOBATCS JKEPTBaMU
MOIIIEHHUKOB, KOTOPBhI€ BBIMAHUBAIOT JICHHI'M ITYTEM TCUXOJIOTHYECKUX
MaHUMyJISAUUKA 1o Tenedony (77,9%), KyId-poiaki TOBApOB U OKa3aHUs
yeayr (65,6%), OnarotBoputenbHOCTH (100%). Myxuunbl (84,8%), Kak



IIpaBUIo, CTaHOBIATCs KEpTBAMU MOIIICHHHWYCCTBA, CBs3aHHOI'O C
HUCMOJIb30BAHUEM CANWTOB 3HAKOMCTB.

Cnaiig 3.
B
: NOPTPET KEPTBbl MOLUEHHWYECTBA
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.. Tt o CouMansHei CTaTyc:
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NOBYLWIA (46,2 %)
Cnpagouno:

Bo3pacmmubwie epynnot nomepneguiux:

aou cmapuie 50 nem uawe cmaHo8aAMCs Hcepmeamu meneqh)oOHHbIX
MoOwleHHUYecms,  obmama,  008epUUBOCMU,  J1e2eHO 0  HOMOWU
POOCMBEHHUKAM,

Mo100ed4ch 00 30 1em ysa36uma om MOWEHHUYECKUX OUCTAHYUOHHBIX
coenok ¢ Hedsudxcumocmvio (56,3%), ncegoo-ungecmuyuil 8 «OUPHCUY U
«po3sviepvlutets unu akyuiy (65,4%);

auya cpeonezo eozpacma (30—49 nem) — naubonee maccosas epynna
cpedu  nomepnesuwiux om  HKT-mowennuvecmea ¢  3axnoueHuem
2PadNCOAHCKO-NPABOBbIX 0020680p08 (33,1%).

be3pabomuvie u  Heyuawuecs yawe - NONAOAOMCS 8
UHeecmMuyuoHHbvle 108yuKuU (46,2%), umo moocem ObIMb C6A3AHO C NOUCKOM
UMU UCTNOYHUKO8 00X00A UNU YElleYeHUeM A3apMHbIMU CXeMAMU.

[To cmocob6am coBepiieHMsI MOIIIEHHUYECTBA Yallle BCETO MPOUCXOIAT
OT MMEHM JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBiIsrOTCs
COTPYAHUKAMU MPAaBOOXPAHUTENbHBIX oOpraHoB (MB/[, CK, A®P, KI'b) u
paboTHUKaMU OaHKOBCKUX OpraHu3aiui. MOIIEHHUKH CTald 3BOHUTH OT
UMEHHU pabOTHUKOB CIyX0 rasza, BOJOKaHaJIa, SHEPrOHAI30pa, MOOWMIBHBIX
OIIEpaTOpPOB CBA3M MOJ MNPEAJIOrOM OKOHYAHHUA CpoKa J0roBopa H
MpeasiararoT JUisi ero MpojasieHusi cooOmuTh nudposoit kox u3 cmc. Ilocne
nepeauyd  KoJa OKepTBE 3BOHUT  COOOIIHMK  MOILIEHHHKA U YXKe
MPEACTABIAECTCS MIPABOOXPAHUTEIIEM, 3allyTUBAET TEM, UTO YEJIOBEK Iepeaall
JUYHBIC JaHHbIE U HAa €ro UMs OyayT ohOpMIIEHBI KPEIUThl. A UTOOBI MX
n30exaTh mpejyiaraeT opOPMUTh BCTPEUHbIE KPEAUTHI U MOJIYYEHHBIE JIEHbI U
MEPEBECTU HA YKA3aHHBINA CUET UM OAHKOBCKYIO KapTy.

[Ipy cxeme oOMaHa OT HMEeHHM PpYKoBoauTeseii (Fake boss)



(yupesicOenuili  00pazoeanusi, 30pPABOOXPAHEHUs,  KYAbMYpbul, NPeOnpusimutl)
MOIIIEHHUKY 3aITyTUBAIOT MOJI03PEHUEM B (PMHAHCUPOBAHUU IKCTPEMUCTCKON
NESATEeIbHOCTH, TIPOBEICHUEM OOBICKA U U3BIATHEM JICHET, TAKXKE IMpe/jiaratoT
naHHbIM  dakT Jep)KaTb B TalHE W TOOOIIATHCS C  OMpPEIAEICHHBIM
COTPYJTHUKOM TPAaBOOXPAHUTEIBbHBIX OPraHOB, KOTOPBIA SKOOBI  JJIs
COXpaHEHMS JICHEKHBIX CPEJICTB MpeyiaracT «BpEMEHHO» MEPEBECTH JCHBIH
Ha 3alIAIICHHBIN CUET.

B tenedonHOM pasroBope HE NOBEPANTE HE3HAKOMBIM JIMIIAM, KEM OBl
OHM HE TIPEJCTABWIKCH, €CIIU BBl HE KJETE TAKOTO 3BOHKA.

Tpets MomeHnHuuecTB (27,6%) coBeplIaeTcs TOJA BUIOM NPOAAKH
ToBapoB B cerd Instagram wiu Telegram (uawe 6ceco mowennuxu
«npodaiom» aemosanyacmu, caooevie Kaueiu, HOB0200HUE eju, MOp@I’lpanKn’Zbl u
Opyeue  mogapul).  3JIOYMBIIUICHHUKUA  MPEAJIaraloT  MOTCHIMAIbHBIM
MOKYTIATEJIsIM MEePEBECTH MPEOIIaTy 3a TOBap M OOCIIAIOT €ro BHICIATH IO
MOYTE WU KypbEpOM, MOCIE€ 4YEro OOIICHUE MPEKpaIaeTcs, U «KIUCHT
OCTAaETCS HU C YEM.

Cnpaeouno:

Takorce naubonee pacnpocmpaneHnHvle NPpecmynuble CXembi:

360HKU om umenu oOaunka, compyonuxka MBJ[, KI'b u unwix
20CY0apCmeeHHbIX O0pP2aH08, KO204 MOUWIEHHUK, UCHOTb3YS MEXHON02UIO
HOOMEHbl HOMEpA, 360HUM C HOMEPA, NOX0JHce20 Ha OQUyUanbHslli HoMep
banka u coobwaem o «noOO3PUMENbHOU ONEPayuuy ¢ Kapmotl, «0J10KUpoGKe
cuema» UMU «NONBIMKE B6310MA», 4 O «3AWUMbLy UTU «OMMEHDbL
onepayuuy npocum coobuwums CVV-ko0, danmvie uz SMS-cooowenus c
KOOOM NOOMBEPIHCOeHUs, NAPOb U3 UHMEPHeMm-OaHKUHead UlU nepesecmu
OeHbeu Ha «Oe30nacHvlily (Ha camom oeie NOOKOHMPOIbHLII MOULEHHUK))
cuem,

Gumunzosvie SMS-coobuwenun u nucema, xozoa npuxooum SMS-
coobujenue U NEKMPOHHOE NUCLMO C COO0OWeHUeM O «OJIOKUpOoBKe
Kapmuly, «npobieme ¢ HAN020M», «8blucpblile 8 Jomepee», KOmopoe
Cco0epaIHcUm CCoLIKYy HA QUUIUH2O08bIIL UHMEPHem-pecypC (caim — KIOH),
KOMOpblUL ~ 8bl21A0Uum KAk  OQuyuaibhblil  UHmMepHem-pecypc Oauka,
HAN02080U UHCNEKYUU UlU Opy2020 20CYOapCMBEHHO20 Op2aHd, 20e
mpebyemcs 886ecmu J102UH, NApob, OAHHbIE NIAMENCHBIX CPeOCms, Nocje
86000 KOMOPBIX COBEPUIACTCS XULYEHUE,

MOUWIEHHUYECMEA 6 COUYUATbHBIX CemaAX U meccenoxycepax («Vibery,
«WhatsApp», «Telegramy), xoc0a 310ymbluIeHHUK 83]1AMbl8AEN AKKAYHI 8
coycemu uau cozoaem HelKkosvlll, NOXONCUU HA He2o, nuuiem OaU3KUM
POOCMEEHHUKAM Om UMEHU 81a0enbya aKKAYHmad, Ymo CPOYHO HYIHCHBI
OeHb2U HA «O0UeHb 8adCHOe 0en0» (NONAl 8 CIONCHYIO CUMYAyuro, Nonajl 8
HTII u 0p.), npocst HUKOMY He 360HUMb, AUOO AHALOSUYHASL NPedbloyulel
cxema, Ko20a MUWEHbIO CIMAHOBAMC OPY3bsl, d MOWEHHUK Om UMeHU Opyad
nuwiem, Ymo 3acmps 3a epaHuyel, y He2o YKpaiu O0eHbeUu/00KyMeHmsl, U
npoCUm CpOYHO nepegecmu cpeocmaed;

¢heitkoevle unmepHem-maza3zunbl, K020a co30aemcs Kpacusblii catim-
OOHOCMPAHUYHUK —UIU 2PYNNa 6 COYUANbHOU cemu  (3auacmyro 8
«Hucmazpam»), ¢ 02pOMHLIMU CKUOKAMU HA AKMYAIbHLIL Y HACEleHUs
mosap (mexnuxa «Appley, cadosas mebenvb, Haodysuvle Oaccetitbl,
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Openoosas odexcoa u Op.), a nocie npedoniamvl Mmosap He Npuxooum, a
caim uau epynnel  ucwesaiom, JaUOO COOOWeHUs JHcepmevl  oanee
UCHOPUPYVIOMCSL;

MOUWIEHHUYECMBA NOO0 8UOOM 20CYOAPCMEEHHBIX OP2AH08, K020d
Jlcepmee nocmynaem 360HOK OM UMeHU «cyobuy, «compyonuxa MBJ]»,
«HAN020801LY ¢ MpeboBaHUEM CPOYHO ONIAMUMb HeKUll UKMUBHBIU 007,
Wmpagh unu NOWIUHY, Yepodicas apecmom C4emos i Opyeum HaKa3aHuem,
npocam YCmMaHo8ums NPUiodceHue 0as YOaleHH020 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuemay, umo oaem um
NOJHBILL KOHMPOJIb HAO YCMPOUCMBOM NOMEPNEGULELO,

¢unancosvlie nupamudvl U UHEECMUUUOHHbBIE MOUIEHHUYECMEA,
makue KAk — NPeONONHCEHUS  «BbICOKOOOXOOHBIX — UHBECMUYUL) 8
KpUnmosamomy, Oupdcu uiy cmapmansvl ¢ 2apaHmupoBaHHbIM 6blCOKUM
ooxooom. Ilpu smom Ha nepsom smane Mo2ym 0adxce BbINAAYUBAMDb
HeboNbUUEe NPOYEeHMbl, YMoObl nomepnesuull 8Hec euje DObLULe OCHENHCHBIX
cpedcma u npusesi pPOOCMEEeHHUKO8, Opy3eli U 3HAKOMbLX, NOCJle Ye20 NPOeKm
3aKpbl8aemcs, a OeHelcHvle CPedCcmaea NOXUWAIOMCsL,

BbIMOZAMEILCIMEO HA UHMUMHOU NOUBe ((CEKCMOPUIEH»), K020a
MOUWEHHUK Yepe3 COYCcemu 3HAKOMUMCSL C JHCePmeoll, 8Mupaemcsi 8 oogepue,
CKIIOHsIem K 00ujenuio 8 guoeouame UHMUMHO20 XapaKkmepa ulu K omnpagke
OMKPOBEHHBIX (hOMO, 3anucvléaem Udeo Ul oeraem CKPUHWOmul, a 3amem
wanmasicupyem.

OnaceHusi BBI3BIBAIOT HaOUparomue OOOpPOTHl BBIMOIaTEJbLCTBA
(526 cnyuaes) ¢ WCHOAB30BAaHUEM HH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTMW: MOTEPIIEBIINX IO PA3IUYHBIMU NPENIOTAMU BBIHYXIAIOT Ha
au4HbIX ycTpoiicTBax [Phone BoliTu He B CcBOIO yueTHyro 3amuch. [locrme
Bxoja [Phone GiokupyeTcs Kak MOXUIEHHBIM U CTAHOBUTCS HE MPHUTOIHBIM.
J171s1 pa30JIOKMPOBKH 37I0YMBIIUIEHHUKHA TPEOYIOT BBIKYII.

[ToaTomMy HH B KOEM clly4yae HeJib3sl BXOAUTH HA CBOEM YCTPOMCTBE B
YY:KYI0 YYETHYIO 3aIIUCh, BJIAJEJICI] YYETHOM 3alUCH MOXKET 3a0JIOKUPOBATh
YCTPOUCTBO.

Cnaiig 4.

BUAb! KWBEPMPECTYN/IEHUAA,
COBEPLLAEMBIE B CTPAHE

IEGHKM OT WaeHi Ganda, coTpyatusa MBI, KIB w
HHE FOCKL3PCTEEHHES ORTaHOE

riuinHroeee SMS-000tueHUA U MceMa

FZILIEHHWYECTES B COUMARbHEIX CETAY W
FMECCEH e ERaX

MOILRHHWHBCTES MM GHASEH-NORYTHEX Ha
ANFUaAEEN NG NEOAL=E TORap0s

e iOEDIa HHTERHET-PMAF3INHE

FZILIEHHWYECTES RO BWACM MOCYN3NCTEEHHEK
DPraHoe

¢I|'| HaHTOBLE N DaMHALE W HHBECTHUWOHHEEE
MCILIEHHWYECTES

BLh-HEBN 96

BLEMOraTensCTao Ha W HTH‘H.HI'}I’I oI B




Crnemyer OTMETHUTbh, UTO (PMIIUHT 1 MOIIEHHUYECTBO ¢ 0aHKOBCKUMM
KapTaMM SIBJISIIOTCS CaMOM MacCOBOM KaTeropued KuOepMOIIIEHHHYECTBA B
Pecnybnuke benapyces.

[Ipu »TOM HapsiAy ¢ JaHHBIMU TMPECTYMHBIMU CXEMaMHU MOIICHHUKHU
aKTUBHO HCHOJIB3YIOT M Takol MerojJ (ummHra, mpu KOTOPOM
KOH(pUJECHIIMAIbHBIE  JAaHHbIE  OEJNIOPYCCKUX  TpaxJaH J100BIBAIOTCSA
3JIOYMBIIIJICHHUKAMH  TIOCPEJCTBOM  TelIe(OHHBIX 3BOHKOB. OTOT BHU]
MOIIEHHHYECTBA HA3bIBACTCSI «BHILMHI.

Crmaiig 5. Buneopoduk.

) A3BYKA
[

Cnpasouno:

Buwunz — smo ycmmuas pazHosuonocms @uiuunea, npu Komopou
3M10YMbLULIEHHUKU NOCPeOCBOM MenNeqh)OHHOU C853U, UCNONb3YS NPUeMbl,
Memoobl U MEeXHOJLO2UU NCUXOIO2UHECKO20 MAHUNYIUPOBAHUS, NOO PA3HbIMU
npeonozamu, UCKYCHO Uepas onpeoeieHHyio poib (KaK npasuio, cCOmpyoHuKa
OaunKka, MexHUYecKko2o Ccheyuamucma u m.0.), BbIHYHCOAIOMm Yenr08eKa
coooOwuUmMb UM C80U KOHUOEHYUAIbHble OAHKOBCKUE UNU NepPCOHANbHblE
oanmuvle AUOO CMUMYTUPYIOM K COBEPULEHUIO ONPeOeNleHHbIX OeUCmEUll Co
CB0UM DAHKOBCKUM CUEMOM U DAHKOBCKOU KaApmol.

[lo wmepe pa3Butrus  UHGPOPMAUMOHHO-KOMMYHHMKAIIMOHHBIX
TEXHOJIOTMH BO3PACTAIOT W  BO3MOXHOCTH KHOEpPHpPeCTYNNHUKOB.
HexoTopble MOIIIEHHUYECKUE CXEMbI MOJYYHJIM HOBYIO >KU3HBb Oyiarojaps
VMCKYCCTBEHHOMY MHTEJIECKTY.

Pacter xonumuecTBO cily4yacB MOILIEHHUYECTBA C HCIOJIB30BAHUEM
TexHoJioruu Deepfakes — 3To co3maHHbIE MCKYCCTBEHHBIM HHTEIIIEKTOM
rOJIOCOBBIE COOOIIEHUS M BHUJCO3BOHKH OT SIKOOBI KOJUIET, Jpy3eid u
POJCTBEHHUKOB, KaK MPaBUJIO, C TIPOCKOOM O CPOYHOM JCHENKHOM IEPEBOMIC U
Ap.

[Ipu BUmEO3BOHKE CiiemyeT oOpamarh BHUMaHUE HAa TaKWe JACTaH, KaKk
HEYETKOE WM CMa3aHHOE M300pa)keHue JUIa TOBOPSIIEro, OTCYTCTBUE WM
HEECTECTBEHHAs MUMUKA JIUIIA.
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[ToMHHTE, YTO COTPYIHUKHA OAHKOB M MPABOOXPAHHUTEIHHBIX OPraHOB
HE 3BOHAT 4YE€pe3 MECCEHIKEPhl C UCIOJIb30BaHUEM BuUIeocBs3u. Ilpm
COBEPIIEHUM [IEHEKHOr0 TepeBoJa MOJ BJIWSHHUEM MOIIEHHUKOB
HEe00X0AUMO He3aMeJIMTEeJIbHO 00PATHUTHCS B OPraHbl BHYTPEHHMX eI
JUUIS COXPAHEHUS ICHEXKHBIX CPEJICTB.

Jlaxxe Korjla HMCKYCCTBEHHBIM HHTEIUICKT HCIOJb3yeTCs BO 0Jaro,
HYKHO OBITh OCTOPOXXHBIM. Eciam paOOTHHK OpraHm3alrd JTyMaeT, YTO
3arpy3uT n1okyMeHT B 9aT GPT u oH Bce OBICTPO CHAENAET, TO 3TO MPSIMOU
MyTh K YT€UKe KOH(PUICHIHMAIBHBIX MaHHBIX. JIOKYMEHTHI OTHpPaBITCS Ha
CepBEpPHI B JIPYIrOM TOCYJAAapCTBE, W 3aKOHBI HAIIEH CTPaHbl YK€ HE MOTYT
rapaHTUPOBATh UX 0€30MaCHOCTb.

Cnaiipg 6.

MCNONb3OBAHME
MCKYCCTBEHHOIO MHTE/NIEKTA

B Usnesoi duwrir Ges ownbor:
AEPCOHINMIMPOEIHHEE W TRaMMATHYECHH Deaynpe ke
pacceinpm, chanaaume raHei maprep yrpoael.

B MowexnHyecTED Yepe:s Deepfake: )
PEHED MR BRAED W FMONOCE PYROBOECTED AR
CAHELMOHWQDBAHKA HEIAKOHHDIK PUHAHC OB CII'I!S_F!

W HM-Bothl 4R COLMANEHDR HHMEHOEHM: \
BEJEHHE DCMECNEHHEY OHAN0I0E 107 BEIMIHHES
HOHBHOPHUMANEHOHE WHPOpMaUMK.

o)
N

Ipesunent benapycn A.I'.JIlykamenko, Boictynas Ha [II Munckon
MEXIYHAMPOIHOW KOH(PEPEHIINH M0 €Bpa3uNCKOM OE30MaHCOCTH, KaK OJHY
U3 KJIIOYEBBIX 337a4 B LIE€JIOM 0003HAYMJI HEOOXOJUMOCTh MPHUHSITHS MEp B
0o0JacTH HCKYCCTBEHHOTO HHTelUiekTa: «Heynpaensemas zouka 6 3moit
cghepe npeepaujaem e2o u3 none3nozo pecypca 6 opyycue. B nepcnekmuee
— MAacco6020 NOPANCEHU).

Cnaiin 7.
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Heynpasnaeman zoHka & amoli
chepe npespawjaem e20 (npum,
UCKYCCMEEHHLID URmennerm) U3
none3Ho2o pecypca 8 opyMue.
B nepcnekmuae — Maccoaoz2o

nopaxeHus. , ,

fpezidanrm PecRpiinisu Benoppch AT Svsoliehns,
1 puHCHTA Merd yRapodHER NOHBEDENLLR D
eapoauiickoed GeaemecHacmu, 28 eumatpe 2025 2

CorpynHukamMu MuHUCTEpPCTBA BHYTpEeHHHMX jAen W HaruonanbHOTO
O0anka PecryOnmuku bemapych mpuHUMArOTCS Mepbl, HalpaBJeHHbIe Ha
0J10KkMpOBaHUE MOLICHHMYeCKHX onepanuii. B bemapycu ¢ 1 mapra 2024 1.
neiicteyer Yka3 Ilpe3maenta Ne 269, xoropblii mpenocraBiiieT OaHKam
BO3MOKHOCTH ITPUOCTAHABINBATH MOJO3PUTEIIBHBIC TTEPEBOBI U COBMECTHO C
MPaBOOXPAHUTEIHPHBIMU OpraHAMU PacCieoBaTh WHIUACHTHL JlaHHBII
MEXaHU3M T03BOJIAET JOCTaTOYHO J(P(PEKTHBHO  B3aMMOJICUCTBOBATH
rpakJaHaM ¢ opraHaMy BHYTPEHHHUX JIEJI, @ UM, B CBOIO OU€PElb, «B PEKUME
24 wa 7» mepenaBaTth yKa3zaHHYI0 HH(MOpMaIKi0 O0aHKOBCKOMY CEKTOpPY H
noiydarb OT Hero 3(PQGeKTHUBHO W ObICTpO HHGOPMALMIO O JIMIAX U
WHCTPYMEHTaX, KOTOPBIC 3aJICCTBOBAHBI B IIPOTHBOINPABHON JIEATEILHOCTH.
W camoe Ti1aBHOE — MpeANPUHUMATL MEPHI, HAMPABJICHHBIC HA COXPAHCHHE
y>Ke TIOXUIIEHHBIX JCHEKHBIX CPEACTB y TPAXKIaH U HEIOMyIICHUS TTepeBoa
UX Ha 3apyOeXKHbIE cUeTa.

B c¢Bs3M ¢ HEOOXOAMMOCTHIO 3aIllMThl OT MOIIEHHUKOB OaHKHU
YCTaHABIMBAIOT JUMUTHI MO CHSATHIO JICHET B OaHKOMAaTax Ha TEPPUTOPUU
benapycwu.

boprba ¢ »3TUMU mpecTyIUieHUSIMA TpeOyeT He TOJIbKo Oosee
COBEPIIICHHBIX TEXHOJIOTHH 3alTUThl, HO U (PYHIAMEHTAJIHLHOTO TOBBIIICHHUSI
M(poBOI TPAaMOTHOCTH HACEJICHUS, TTOCKOIbKY MMEHHO YEJIOBEK OCTACTCS
HauOoJiee ysI3BUMbBIM 3BE€HOM B JII000M cUcTeMe OE30MacHOCTH.

Hudposasi rpaMOTHOCTH HACEJICHUS
Knbep06e30macHOCTh — 3TO OTBETCTBEHHOCTh KaKA0ro U3 Hac. OHa
HAYMHAETCSl ¢ TAaKUX MPOCTHIX BEIEH, KaK BBHIOOP HAACKHOTO IMapojs s
JOMAIIHEN DJIEKTPOHHOM IMOYThl. BaXHO IOMHUTBH, YTO OAWH M TOT XK€
Mapoyib HEeJb3s KCIO0JIb30BaTh OJHOBPEMEHHO MJisi paboueil mouThl, s
pEerucTpanyy Ha pa3jid4yHbIX calTax U B MecceHmkepax. K cioBy, nuyHbie
JAHHBIE Yalle BCEro MNOMaJaroT K 3J0YMBIILUICHHUKAM W3 0a3 JaHHBIX
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Mara3uHOB (Mbl ocmasisiem Qamuiuro, ums U Omuecmeo, aopec u menegh)on npu
peaucmpayuu 0151 NOAY4eHUss OOHYCHBIX UTU CKUOOYHBIX Kapm).

Heobxonuma »snementapHass nudpoBasi THrHeHa, MpPU KOTOPOM
c00JII0leHHe MPOCTHIX NMPABWJ NMOBEJCHHUSI B CETH IO3BOJIAECT 3alUTUTH
MepCOHAJIbHBIC JJAHHbIC, (DUHAHCHI U YCTPOUCTBA OT KMOEPMOIIIEHHUKOB.

Oco0yr0 akTyaldbHOCTh TeMa HU(GPOBOM TUTHMEHBI MNPHOOpPETAaeT B
OTHOLIEHHH MOAPACTAIOLIETO MOKOJICHUA. [[eTh ceromaHss He TOJBKO aKTUBHO
OOIIAI0TCSI B MECCEHKEPax, HO U MOTPYKAOTCS B MUP OHJIAWH-UTP, TIIE€ UX
Kpyr OOIIEHUs pacmMpsieTcs 3a cueT He3HakomileB. Cpeau HHUX MOTYT
CKPBIBAThCSI U KHOEPIPECTYTHUKHU, CTPEMSIIIHNECS UCIIOIb30BaTh peOCHKA s
MoJIydYeHUs KOoHpuAeHIHaIbHOM wuHopManuu. Heokpemnmias Tmcuxuka,
[OJIBEP)KEHHOCTh BHYILIECHUIO W MAaHUIYJUPOBAHUIO JEJIAIOT UX JIETKOU
«J100OBIYEI» N1J1s 37I0YMBIIIJICHHUKOB.

Cnaiig 8.

BE30MACHOCTb JIETEM B CETH —
3TO HE 3AMPETHI, A JOBEPHUE W MPABMAA

E-ur.lp:ulai'rn OTHRBITHIR OTHOWEHWA; [

BT PACCHadaTh Bam O Tk

I1|.'.-:l|.:.'-'ll:'h.'ll:' fea CTRa%a HIHAIIHHA.

Yeranonute yeniine rpaMuiki; Comm

P Ok M OBWHE FHHIYHTEL

Be3onacHocTh eTell B ceTH — 3TO He MPOCTO 3aNpeThl, a CO3aHHe
3alUIIEeHHON cpeabl U 00y4yeHHe MPABHJILHOMY NOBelAeHHI0. B cembe
HEO0OXOAMMO BBICTPAWBATh J0BEPUTEIbHbIE OTHOIIIEHHUS ¢ pedeHKoM. [leTn
HE JTOJDKHBI UCKATh TOHUMAHUS Y HE3HAKOMIICB B CETH, a ObITh YBEPEHBI, UTO
MOTYT paccKazaThb POJUTEISIM O 000 CTpaHHOHW WIM HEIPHUATHOU
CUTYyaIlu! B CETH 0€3 cTpaxa ObITh HaKa3aHHBIM.

BakHO 10roBOPUTHCS U YCTAHOBUTDH YeTKHE NMPABUJIA; KAKUE CAUTHI
MOXXHO TIOCEIIaTh, CKOJIBKO BPEMEHH TMPOBOAWTH OHJIAWH, KaKHE
MIPHIIOKEHUS MOYKHO MICTIOJIb30BaTh.

Jliist MJIaaimmx aeTeil peKkoMeHIyeTcsl CO3/1aBaTh aKKayHTHI BMECTE H
3HATh MX Mapoiiv. Vcronp30BaHne CnenuaIu3upoOBAHHOIO MPOrPaAMMHOI0



11

o0ecrneyeHus: POANTENbCKOT0 KOHTPOJIS [T03BOJIUT OIPaHUYMBATh BpeMs 3a

9KpaHOM, GUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATEIbHBIE CAUTHI.
CyliecTByeT MHOKECTBO  NPECTYNMHBIX CXeM, HCIIOJIb3YEeMbIX

KHUOEPMOIIICHHUKaMY B OTHOIIIEHUM HECOBEPIIEHHOJIETHHUX JeTel.

Cnaiig 9.

PACNPOCTPAHEHHbIE CXEM bl KWBEPTIPECTYNNEHWA NPOTUB AETEM

uBEcAaTHEIE » NOZEEHH PefroEbe SaNpothl O 4 Apyseds FpynamHr E=

Leau: nmsamsarmy va s mranm eau: BOETIDAMICRATICA qEEEPHEN R g mwpanen cofm z conpeTiies, moime e
VO FALYY W N[ CT e i B B3 B T AR EREN A B R Arenies, ariilied 5 S DO BATE 4 B N{ B I T
OBt 8 DS BT AN BT T v e ST

CencrapiugH HubepBynannr DecTpyHTHBHEIA HOHTEHT
) &
! ! ' !

Liere. ERr s I EATE Dl B lignw yrmmims A T eI BT Lja: BOMARSL B SnBCH L cocbumcTes,
VISR LT T FICHE DA LT I RN TRANRS B MERTIRE RN BB D= LIS YRR, HALHARS H

Cnpagouno:

Cnocobwl kubepnpecmynienuii 8 omuouleHuu oemeu U NOOPOCMKO8.

«becniamuvley NOOAPKU U  PO3BICPBIUMU, K020A4 peOeHK) O
NOYYeHUs Gvlucpvlula npeoiazaemcs nepeumu no ccolike U 88ecmu
niamedicHvle U unvle OaHuvie e2o pooumenet. OcHO8HAsA yelb — YKpACMb
OaHHble 6AHKOBCKUX KAPM WU YYeMHbIX 3anUcel;

«¢heiikosvle» 3anpocvt om Opy3eil, K020a C UCNONb308AHUEM
8310OMAHHO20 AKKAYHMA Opyea pebeHKa Nnpocsim nomousb (nepesecmu
OeHedicHble CPeoCcmea), a pedeHokK, JHcelds NOMOUb, MONCEN He YCOMHUMbCS
8 IUUHOCU NPOCAUE20,

«CPYMUHZY, K020 83DOCIbIU 310V MIULIEHHUK NOO BUOOM C8EPCHHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsax Ulu uspax, nocmeneHHo
8b168€0bIBACN TUYHYIO UHDOPMAYUIO, MAHUNYIUPYEm, 6bi3bl8AeNn Y)YECMEO
OIU30CMU, a 3amemM MOXMCem BbINPAUEams UHMUMHbIE )OMO/8U0e0 UIU
HA3HAYaMb JTUYHYIO 8CMpEYY, 4MmO MOJCem Npugecmu K COBEPULCHUIO 8
OMHOWEHUU pebeHKa OelCmUll CeKCyaibHo20 Xapaxkmepd, KOomopble
pebeHoK 8 CUuly 603pacma He MOJCem OYEeHUBAmv, KAK COYUATbHO-
3HauUMble, CUUMAs NPOUCX00Auee Uspou;

«CeKCmopuien», Ko20a NpecmynHux, NoaAy4ué UHMuUMHble homo uiu
810e0 (000POBOILHO OMNPAGIEHHblE PeOEHKOM UIU Yepe3 83/10M Kamepol),
Ha4uHaem waHmaxicuposams pebeHKa, 8blMo2ds KaK mamepuaivhvle oiaea,
Max u ycyey, 8 mom 4ucie cexcyaibHo20 Xapakmepa,

Kubepoynnune (uiu mpasis), Kocoa co30aromcs epynnvl U nabauKu
011 HacMeweK, YHUUMENbHbIX KOMMEHMAapues, Omnpasisaiomcs yepo3ssl 8
JIUYHBIX COOOWEHUSX, YMOObl NPUUUHUMb PEOEHKY NCUXO0SUYeCKyio 00,
YUMo HepeoKo MOodHCem 3AKOHYUMCSL Oenpeccuell Uil 0axce camoyouticmeom;

6oeeuenue 6 ORACHble Ccoo0wiecmea, nponazaHoupyroujue
oenpeccusHvle meueHuss, Cyuyuo, AHOPeKCuro, HAcCuiue Uil SKCMpemusm,
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Komopbole npenodﬂoc;zmc;z p€6€HKy KaKk 4umo-mo ((MOOHO@)), «Kpymoey» u
«3anpemmnoer.

Cnaiig 10.

v'a

4 KNIOYEBLIX NPABW/IA BE3ONACHOCTH
B CETM AETEIA U NOAPOCTKOB

HpanM nuyHoe B TadHe
He iyl aapes, WKoTY, DEOMETHH, J3HHEIE JORYMEHTOR MK
NAaHhl CEmMEM.

Mamkn anfoputs « CTOMN-CNPCCH-PACCHKARM »

“}CTON, ecnm uto-To HacTopasueaet. CNPOCH y poanreneR,
ecaw HenowATHo, PACCHARK szpocioim o mobiol yrpoas
Wit AMcHOMpopTE.

. Kowmponawpyd wpyr obuge e
% OoGapnai B LpYIeR TOMERO TEX, KOMD IHASILE RHEHD.
Hactpoli npreaTHOCTE Npodiang.

. BuAmsiad RpUTHYESCHOE MbHLAEHHE
| He nepexaam o COMHATEMbHEIM Lol RaM. He BEph CRMUBHoM
EELETIHEEM B TUQEM 0 S e HH M

Baxxno Hayuuth neredd 1mudpoBOMl TpaMOTHOCTH U KPUTUYECKOMY
MBIIUIEHUIO. VUM HyXHO mNOHMMaTh, 4TOo HMHTEpHET — 3TO OTpamxkeHue
peaJibHOIr0 MHpa: B HEM €CTh M XOpOolIHe, U IJIOXHE JIIOJH, U MPaBUjIa
0€30IaCHOCTH 3/eCh TAK e Ba’KHbI, KaK U Ha yjauue. He skoHOMBTE Ha
BpPEMEHHU, yalle U 0oJIblIe pa3roBapuBaiiTe co CBOMMH J1€TbMU!

Taxxke B 3alUTE OT MPECTYIHBIX MOCATATENLCTB, B MHOOPMUPOBAHUHU
Y IOITOJIHUTEIbHOM BHUMAHUU HYXIAKOTCS U JIFOJIU MOKUIIOTO BO3pacTa.

fkkk

3a mocneaHee BpeMs B peciyONUKe MPOU3ONLIM 3HAUYUTEIbHBIC
MO3UTHUBHBIC CABUTH: YAAIOCH OOIIMMHU YCHUIUSMU TEPEIOMUTH TCHICHIIHIO
pocTa uymucia KHOEpNpecTYIUIeHWH, 3aMETHO BBIPOC YPOBEHb IU(PPOBOIA
3aIlllUTHI, JEMOHCTPHUPYET OIEPATUBHOCTh M AJANTUBHOCTh K TEKYIIUM
BBI30BAM OEJIOPYCCKOE 3aKOHOJIATEIHLCTBO B 00JaCTH KHOEpOE30MacHOCTH |
np. IlpuMedarenbHO, YTO HaIl OMBIT OOpPHOBI C KHOEPHpPECTyIMHUKAMHU
aKTUBHO TIPUMEHSIOT B IPYTUX CTpaHaXx.

Kak ormerun Ilpesmgent PecnyOauku bemapycs A.I'.JlykameHnko,
«abconomuylo 3awjumy oOm Kubepamaxk He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl 00JIHCHbI MUHUMUIUPOBAMb DPUCKUY». DTOTO
BO3MOXKHO JOOUTHCS, KOTJa KaXKIb Y4YaCTHUK HWH(POPMAIIMOHHBIX
OTHOIIEHUHW, KaXKJdas OpraHu3anus OyAyT OTBETCTBEHHO TMOJIXOIUTh K
BBITIOJIHEHUIO TPEOOBaHUI MO KHOEpOE30MacCHOCTH, a KaXKIbI YeIOBEK
NPOSBUT OJUTEIIBHOCTh W BHUMATEIBHOCTH B CIIy4ae CHTyalldd C
MOIIIEHHUKAMH.

Cnaiig 11.
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PoaMrany, Hayuste fqeTedd Npagwna BepareTe FHHAYHTE
NOAEISAATECA HHTEEToM GEssnacHons MoBa02H1A oT afepecToE!
NP&8K Npto!

BEANEMUS ¥NPARMNEHMS

NPH NPEIMAEHTE
FECAYEMNWEW BEAAFY (R




